
Secret Advisory Board  - Meeting Outcomes - June 1st, 2011 

Meeting Date:  June 1st 2011 1530 – 1630, at PM&C 

Members: Rachel Noble (PM&C Chair), Hilary Russell (AGD), Matt Yannopoulos (Defence), John 
Sheridan (AGIMO), Mike Pezzullo (Customs),  Tuan Dao (DFAT) 

Attendees: Rachel Noble (PM&C Chair), Glenn Ashe (AGD), Matt Yannopoulos (Defence),  Mike 
Pezzullo (Customs), , Joe Attanasio (Customs), David Nethery (DFAT), 
Rupert Hollin (PM&C), Frank Lewincamp (PM&C),   Will 
Courcier (PM&C) 

Apologies:  John Sheridan (AGIMO), Tuan Dao (DFAT) 

Purpose:  The purpose of the meeting was to review a paper presenting the key issues relating 
to the current state and possible future direction of the Secret classification domain. 
The Advisory Board considered the analysis and provided guidance for future work.  

Three options were presented for the provision of a Secret classification 
environment: 

1. The status quo 

Discussion:  Discussion included the following areas:  

 Single versus multi provider model, with concerns for a single provider model 

• Defence stressed the need for any  
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• Defence advised they were unable to provide a secret classification domain 
service for the whole community 

• The proposed new national security classification nomenclature may have 
implications of agency business needing to move into the secret classification 
space 

•  The need for the new model to represent value for money for consumer 
departments to encourage them to use the community secret domain  

Outcomes: 

• The SAB agreed that PM&C and the current Secret classification network 
provider agencies, undertake further work to  

 
    

Action Items: 
• PM&C will advise the IMPG and NSPCG/SPCG of the work undertaken, strategy 

and approach for progressing the secret domain model.  

• PM&C, DFAT, Defence, ACBPS, AGD and DoFD will develop a more detailed 
Secret classification domain model including: 

o   
 

o the roles of each provider  

o the approach for progressing coordinated developments and support 

o the governance arrangements for providers and stakeholders for 
managing the environment 

o an outline of the future environment 
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ADVISORY BOARD PAPER 

ASSESSMENT OF THE AUSTRALIAN GOVERNMENT SECRET ICT DOMAIN: 
Progress Report, May 2011  

1. Late last year, the Department of Prime Minister and Cabinet commenced an 
assessment of the current state and future direction of the Australian Government 
Secret ICT domain.  NSCIO staff and a consultant, Frank Lewincamp, have 
conducted interviews with senior executives of relevant agencies to develop an 
understanding of the current and emerging business needs of agencies, and their 
associated communities, operating at the Secret level.  NSCIO staff have also 
engaged with senior agency ICT staff to develop a picture of the current and planned 
Secret-level networks. 
 
2. This paper presents the preliminary assessment of the key issues relating to the 
current state and possible future direction of the Secret Domain.  The Advisory 
Board is asked to consider the analysis, refine it as necessary, and provide guidance 
for further work.  At the Board meeting, the NSCIO will also invite discussion on the 
timeframe and approach for finalising this work, integrating it with other relevant 
initiatives, and bringing it to Government for its consideration.             

Multiple Government Domains 
3. ICT systems to support Australian Government business operate, and will 
continue to operate, at several different security classification levels – Top Secret, 
Secret, and Restricted/Unclassified.  This situation remains complicated by a second 
classification system [Highly Protected, Protected and In-Confidence], used by some 
agencies.  The initiative to move to a single security classification system is 
progressing – although there remain differences of view about how best to transition 
the disparate information at the Protected level into the single system. 

• A key issue is what connectivity is allowed from internet-facing systems to 
higher security level systems, a connectivity required by many agencies for 
their interaction with State/territory agencies, the private sector and the public.   

 
4. A number of recent reviews and reports have examined information 
management and sharing across the Australian Government and nationally.  These 
include the Gershon Report, Ian Reinecke’s Independent Review of Implementation 
of the ICT Reform Program, John McMillan’s Towards an Australian Government 
Information Policy, AGIMO’s National Government Information Sharing Strategy, and 
AGIMO’s Strategic Vision for the Australian Government’s Use of ICT.  A number 
contain initiatives and recommendations relevant to the Secret Domain.  

• Surprisingly, perhaps, a number also appear not to be aware of initiatives in 
the National Security Community (NSCy) [or even the role of the NSCIO].   
 

5. There are several major challenges to the management and sharing of 
information across the Australian Government: 

• Agencies conduct like or similar business functions predominantly at different 
levels of security classification; 

• Many agencies have not yet made explicit decisions about the classification 
level or levels at which they wish to conduct specific business functions 
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[for example, participation in centrally managed panels of service providers], 
rather than central provision of services. 

• 

• 

 
Implement practical measures for immediate enhancement of interoperability 
43. Independently of the decision on the number of network service providers, there 
are a number of practical measures which can be implemented quickly to address 
identified problems.  Attachment I outlines the current state of the overall Secret level 
ICT capability. 

 
Continue planning the further development of the capacity to reach, engage, and 
share information with other jurisdictions.   

• Develop the capacity [plans, processes and technology] to engage or 
integrate new agencies into national security arrangements temporarily for 
specific issues or crises.  These may be Australian Government or 
State/Territory agencies, or in some cases private sector organisations.  In 
these cases, there is a need for short-term, rather than ongoing, connectivity 
and information sharing. 

• A particular area of focus should be communities of interest which straddle 
traditional boundaries between jurisdictions – eg domestic/foreign, 

s33(a)(iii)

s33(a)(i)

s33(a)(i)

s33(a)(i)

s22





 

17  

 

• In some cases, it appears that the sharing of relevant information might be 
constrained by legislation or agency practice 
o 

 
47. Secondly, further attention might be given to simplifying, rationalising and 
standardising Secret-level business processes across agencies, particularly in 
specific functional communities [such as border management or transport security].  

• It is difficult, time-consuming and expensive to provide bespoke ICT solutions 
[requiring tailoring of OTS applications or writing of code] for unique or 
excessively complicated agency processes.  Unique agency processes are 
also a fundamental barrier to the rationalisation of applications and tools. 

 
Attachments: 

 

s33(a)(i)

s33(a)(i)

s33(a)(i)

s22




