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Executive summary

The Department of the Prime Minister and Cabinet (PM&C) has responsibility for administration of the
Lobbying Code of Conduct (the Code) and the Lobbyists Register (the Register). The Code and the Register
were established to ensure that contact between lobbyists and Commonwealth Government representatives is
conducted in accordance with public expectations of transparency, integrity and honesty. The Code applies to
any lobbyist who conducts lobbying activities on behalf of a third party client.

PM&C identified the Register for review in order to determine whether PM&C has sufficient controls in place to
support the accuracy and completeness of the Lobbyist Register. The key Departmental risks which were
addressed with this review are:

 The reputation of the Department, the Australian Government or beneficial stakeholders is harmed.

 Inability to record, catalogue, process, store and learn from information. 1

Recognising the potential reputational and compliance risks to the operations of PM&C, the Audit Committee
endorsed a review of the Lobbyist Register in the 2013 Internal Audit Plan in its meeting on the 27 September
2012.

The scope of work is attached at Appendix B.

Engagement Summary

Positive findings

The lobbyist register team have developed comprehensive procedural guidance which contains screen shots of
the system making it understandable and user friendly. The team members were knowledgeable and clear in
explaining the current processes in place and demonstrated a sound understanding of the processes required to
administer the Register to ensure compliance with the Code.

Testing exceptions

A sample of 25 lobbyist agencies as at 2 April 2013 was selected for testing while items were selected to ensure a
range of size of lobbyists was selected the selection was otherwise random. From the sample selected 30
instances of non-compliance with manual controls were identified. Twenty-five of these instances reflect
inconsistencies in the maintenance of documentation to demonstrate performance of due diligence procedures
and five relate to evidence of Section / Branch Head review. Compliance was tested against PM&Cs internal
policies and procedures in respect of Lobbyist Register maintenance.

The lobbyist registrations selected span the period 2008 – 2013 reflecting the build up of the lobbyist
population over time. The number of exceptions is evenly spread across the period with 20 in the four years
2008 – 2011 and 10 in the two years 2012 – 2013. The nature and timing of exceptions does change over time as
illustrated in the table below, further detail in respect of the identified exceptions is provided in Finding 1.1.

1 Department of the Prime Minister and Cabinet Risk Management Plan 2012-13
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Key findings

Section 1 – Testing Results

1.1 Manual Controls

Context

A lobbyist may apply to be listed on the Lobbyist Register by submitting the required details on an online form.
The Lobbyist Register team perform high level due diligence of the lobbyist using the Registration Application
Checklist. A guidance document has been developed that provides information to staff on how to complete the
checklist.

The checklist prompts the Lobbyist Register team member to check and retain the following evidence of
research performed:

 ABN registration from the Australian Business Register website

 company’s authenticity and contact details

 lobbyist’s clients

 owner/s of the lobbyist agency

 statutory declarations for all persons performing lobbyist activities.

The checklist must be signed by the preparer, the Section Head and the Branch Head. Management review of
the checklist acts as a control over the completeness and adequacy of procedures performed to verify
information being published on the Lobbyist Register.

After registration, the lobbyist must update their details in January and June each year. Some updates
including a new client, new owner or new lobbyist, requires verification by the team before the change is
updated in the Lobbyist Register. For such changes evidence of the verification performed should be
maintained on file.

Twenty five lobbyist agencies representing a range of small to large client portfolios were selected for
compliance testing against the requirements detailed above. The initial registrations of the sampled lobbyists
occurred in the following time periods: 12 in 2008, three in 2009, one in 2010, one in 2011, seven in 2012 and
one in 2013.

Observation
1. We identified that although there were checklists for all files reviewed, the evidence to support each

step on the checklist is inconsistently maintained:

a. Four registration files did not have evidence of research performed over clients (all 2008
registrations). A further six large lobbyist agencies had evidence of verification of some, but not
all clients (four 2008 registrations, one 2009 registration and one 2012 registration). For each
of these 10 instances of non-compliance we also noted that there was no evidence of review
apparent on the registration application such as notations or sign off to compensate for the lack
of documentation on file.

b. Six registration files did not have evidence of research performed over the owner/s of the
lobbyist agency (all 2008 registrations). Additionally, there was no evidence of review apparent
on the registration application to compensate for the lack of documentation on file.
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c. One registration file from 2010 and two from 2012 did not contain the statutory declarations
for all employees despite notes in the system that these documents had been obtained. We were
unable to obtain electronic copies of these statutory declarations and cannot determine from
evidence whether or not these statutory declarations were ever obtained or have been
misplaced.

From nineteen instances of non-compliance above we note that the majority (fifteen) have occurred in
older files from 2008-2009, and obtaining and maintenance of the documentation has improved as the
process has matured over time.

2. Four registration checklists did not have evidence of Section Head approval. Two of these registrations
are from the period October 2012 – February 2013 when the Section Head role was unfilled and are
noted as signed by the Branch Head. The third was a 2008 registration and again is noted to have been
signed by the Branch Head. The final noted instance (2008 registration) had not been signed by the
Section Head or Branch Head.

3. The final checklist mentioned in (2) above was also not signed by the preparer in addition to not being
signed by the Section Head or Branch Head. Section 7 of this checklist requiring an assessment of
statutory declarations was also incomplete.

4. Five update documents in relation to new clients could not be located (four were 2012 updates and one
was a 2013 update).

Implication
The above findings reflect non-compliance with departmental internal policies and procedures put in place to
maintain a degree of integrity in the register. Noting that the users of the register are key PM&C stakeholders
and that information on the register is subject to FOI requests, inaccurate or incomplete research may
ultimately lead to increases in risks to reputation. While 20 instances of non-compliance relate to periods up to
2011, 10 reflect incomplete documentation from 2012 and 2013.

Recommendation
We recommend that PM&C:

1. Update the operational guidance and templates to ensure they contain explicit guidance and prompts
for the areas of non-compliance noted as part of this review.

2. Consider the need to review older files with instances of non-compliance to determine if a review and
update of research is required to ensure the currency of current lobbyist information.

3. Provide the results of the sample testing to staff undertaking Lobbyist Register administration in the
Parliamentary & Governance Branch, to inform future improvements.

Audit Priority
Moderate

Management Response

We have welcomed the opportunity for review of the practices and procedures relating to the Register of
Lobbyists through an audit process. The recommendations of the audit are agreed and will be adopted into the
operational practices of the Register of Lobbyists.

We note that the majority of the exceptions occurred (18 of 30) within the first months after the Register was
established and as processes were being bedded down.

In relation to the exceptions for client research identified in 2013, these checks were completed in accordance
with guidelines however the information was not consistently retained on file. This process has been corrected.

During the testing phase it was identified that one registration checklist appeared to have not been signed by
the preparer or branch head. A subsequent review of this file by Lobbyist Register staff indicated that there
were two checklists on file, with the second checklist being properly signed off.
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The recommendations proposed by the audit are agreed and have been implemented, including updating
operational guidance documentation to ensure that it contains explicit guidance and prompts for the areas of
non-compliance identified in the review. We are also implementing improvements in records management
practices.

Lobbyists’ Register staff will review older files to ensure that information is as accurate as possible. Files will be
identified on a risk basis. Lobbyists’ Register staff who have responsibility for administering the register have
been provided with the results of the sample testing.

Accountable Officer

Date of Completion

December 2013
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Section 2– Procedural Findings

2.1 Compliance with the Lobbying Code of Conduct

Context
The Lobbying Code of Conduct requires that:

Persons who, after 6 December 2007, retire from office as a Minister or a Parliamentary Secretary, shall not,
for a period of 18 months after they cease to hold office, engage in lobbying activities relating to any matter
that they had official dealings with in their last 18 months in office (section 7.1) ; and

Persons who were, after 1 July 2008, employed in the Offices of Ministers or Parliamentary Secretaries under
the Members of Parliament (Staff) Act 1984 at Adviser level and above, members of the Australian Defence
Force at Colonel level or above (or equivalent), and Agency Heads or persons employed under the Public
Service Act 1999 in the Senior Executive Service (or equivalent), shall not, for a period of 12 months after they
cease their employment, engage in lobbying activities relating to any matter that they had official dealings
with in their last 12 months of employment (section 7.2).

PM&C, in administering the Lobbyist Register has a role in identifying that lobbyists are in compliance with the
Code.

Observation
Current policies and procedures do not require staff to verify whether the lobbyist has accurately completed the
self assessment in relation to prior employment status however, we understand through discussion that checks
are performed on an ad-hoc basis.

Implication
Current procedural guidance does not require staff to perform due diligence over the lobbyist’s prior
employment status.

Recommendation

We recommend that PM&C update the operational guidance and templates to ensure they contain explicit
requirements in respect of due diligence checks over lobbyist’s disclosure of their former government
representative status.

Audit Priority
Moderate

Management Response

This recommendation is agreed. Updating of operational guidance documentation is currently underway to
ensure current processes and practices are reflected in the guidance documents. Changes will be made as
appropriate to ensure that operational guidance documents and templates contain explicit detail of due
diligence requirements for verifying lobbyists’ former government representative status.

Accountable Officer

Date of Completion

September 2013
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2.2 Password settings not in accordance with Australian
Government requirements

Context
As recent breaches of LinkedIn and Sony sites have shown, strong passwords are fundamental to ensuring the
confidentiality and integrity of Departmental information. Key elements of strong passwords configuration are
complexity, periodic changes, and preventing reuse of prior passwords.

The Australian Government Information Security Manual (ISM) defines a set of detailed controls that must be
implemented by FMA Act Agencies to mitigate risks to their information and systems. Agencies are encouraged
to make informed, risk-based decisions specific to their unique environments, circumstances and risk appetite.

The ISM specifies that Agencies using passphrases (passwords) as the sole method of authenticating a system
user must implement a passphrase policy enforcing either:

1. a minimum length of 12 alphabetic characters with no complexity requirement; or

2. a minimum length of nine characters, consisting of at least three of the following character sets:

o lowercase alphabetic characters (a-z)

o uppercase alphabetic characters (A-Z)

o numeric characters (0-9)

o special characters.

Observation
The password settings for the Lobbyist Register are not in accordance with the ISM. For both internal and
external users, the lobbyist register only requires that passwords be longer than six characters, and has no
password history or complexity requirements.

Internal users are unable to independently change their password. The web development team is required to
make password changes on the users behalf and therefore has knowledge of what that password is.

Implication
Weak password controls means that passwords can be more easily compromised increasing the risk of a person
gaining unauthorised access to data.

The Lobbyist Register is not the only web facing application operated by PM&C therefore it is possible that this
issue is not limited to systems within the scope of this review.

Recommendation
We recommend that PM&C:

1. seek to increase the complexity of password requirements for internal and external users, to strengthen
the existing control

2. consider whether the password reset could be performed automatically without manual intervention, to
strengthen the IT general controls environment.

Audit Priority
Moderate

Management Response
These recommendations are agreed.

1. Lobbyists’ Register staff will work with the web development team to develop a process for increasing
the complexity of passwords issued to both internal and external users.
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2. As part of the development work referred to in the first recommendation, Lobbyists’ Register staff will
work with the web development team to enable internal users to reset their passwords independently in line
with the new arrangements.

Accountable Officer

Date of Completion

April 2014
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Section 3– Business Process Improvements

3.1 Registration Application Checklist
We noted that seven registration files contained evidence of a search performed on the Australian Securities
and Investments Commission (ASIC) website. However the operational guidance and templates do not provide
guidance as to when an ASIC search may be required. Through discussions with staff we noted that an ASIC
search is usually performed when there is either no ABN, when the lobbyist does not have a website or when
their clients do not have a website. This practice is not currently documented in operational guidance or
checklist. We recommend that PM&C update the procedural guidance and templates to reflect when and how
ASIC searches should be performed.

3.2 Document Management
During the internal audit we noticed that it was much easier to locate information in older files which had
statutory declarations filed together with registration paperwork for each lobbyist firm. The current filing
system has a separate statutory declaration file sorted by individual employee of the lobbyist firm. As noted in
finding 1.1 PM&C was unable to locate the statutory declarations for three lobbyist firms’ registrations.

Furthermore, the use of the system audit trail as an index for identifying the file location of a particular
document is limited to staff with access to the Lobbyist Register system.

We recommend that PM&C should consider whether there is capacity to attach all documentation to the
Lobbyist Register system. However if this creates current operational or budgetary constraints, PM&C should
ensure records in respect of the Lobbyist Register are considered in the plans to adopt and departmental
Electronic Document Management System (EDRMS).
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Appendix B: Scope

Objective

The objective of this review is to assess whether there are appropriate processes and controls in place in respect
of the maintenance of the Register to mitigate identified key risks.

Scope

To address the identified objective we will:

 understand and evaluate the manual and automated controls and processes in place at PM&C to:

 support the accuracy of the Register
 ensure the completeness of the Register
 ensure system reminders, prompts and actions are timely and accurate
 ensure that adequate supporting documentation is retained and that system backup processes are in

place
 ensure that registered lobbyists are being provided with appropriate reminders on their obligations

by automated Register systems

 administer the Register and ensure compliance with the Code.

 perform testing of identified key manual controls over a sample of individual records held in the Lobbyist
Register in accordance with PwC sampling methodology.

 perform testing of system based automated controls to identify the level of effectiveness.
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File Note –

On 6 March 2013,  lodged a media query with the PMO via email, 
requesting information about when clients were added to  profile on the 
Australian Government Register of Lobbyists. 

Mr Gerard Martin provided a suggested response to the query to  in the PMO later 
that day. The response indicated that the Register provides current information in relation to 
lobbyists and their clients and that the Register is not currently set up to provide historical 
information along the lines sought.  

An email was sent from lobbyistsregister@pmc.gov.au  to the responsible officer for
in the afternoon of 8 March 2013, requesting to 

confirm the current client list for

On 14 March 2013 a subsequent email was sent from lobbyistsregister@pmc.gov.au to
requesting confirmation of lient list. Later that day submitted 
an update to registration to update the responsible officer email address 
and remove three clients: . 
These changes were processed the same day. 

A further email was sent from lobbyistsregister@pmc.gov.au to on 14 March 2013 
reminding her of the obligation under Clause 5.4 of the Lobbying Code of Conduct to submit any 
changes to  profile within 10 business days of the change occurring.  

Government Division 

14 March 2013  
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CC I q 60D*-s

The Secretary 

Department of Prime Minister and Cabinet 

PO Box 6500 

Canberra 2260 

RE: LOBBYIST

CONFIDENTIAL 

Dear Sir, 

Please note the following: 

1.  on the lobbyist register may be a member of a state or
federal political party, executive, state executive or administrative committee (or 
equivalent body) 

2.

3.

4.  may have been a lobbyist in years . Perhaps
Statutory Declarations were signed for these years.

5. If a person intentionally makes a false statement in a Statutory Declaration this is an
offence under Section 11.

Yours sincerely, 

SECREI 
OFFICE 

PM&C
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