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Given there are so many agencies involved in CT, wouldn’t it make more sense 
to combine them in a single agency such as a Department for Homeland 
Security? 

• The Commonwealth has strong-well-coordinated counter-terrorism 
arrangements in place.  

• A restructure is not the answer. A “super agency” such as a Department for 
Homeland Security would likely be less responsive, less agile, less 
adaptable and more inward looking than smaller departments.  
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Will the Government give further consideration to the introduction of a small, 
flexible, coordinating Department of Home Affairs? (The report says the 
broader merits of this have not been considered yet as they are outside the scope 
of the report.) 

• The review finds that there is no compelling reason to change the current 
system of ministerial oversight and departmental structures. 
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Executive Summary 

Review of the Commonwealth’s 
counter-terrorism arrangements 

The Commonwealth has strong, well-coordinated 
counter-terrorism (CT) arrangements. Overall, 
these have been quite successful – although the 
Martin Place siege and the stabbing of police in 
Melbourne raise questions. 

• Many plots – some quite major – have been
disrupted.

• There have been 35 prosecutions and 26
convictions.

• There has been no large scale terrorist
attack on Australian soil in the post-2001
period. The three fatalities within this period
all happened in the Martin Place siege.

The two terrorist attacks in that period – the 
stabbing of two policemen in Melbourne and the 
Martin Place siege with its two tragic victims – were 
carried out by individuals who planned and acted 
alone. Crimes planned like this are, by nature, 
always extremely difficult for police and security 
agencies to prevent. 

In the years since 11 September 2001: 

• many more departments and agencies
have been drawn into the CT effort.
Coordination is better than ever

• new legislation has been progressively
introduced to provide the legal tools to
prosecute terrorists and better disrupt
support to terrorism

• modest efforts to counter violent extremist
ideology and to promote community
cohesion are now underway.

The rising tide of terrorism  

The threat of terrorism in Australia is rising and it is 
becoming harder to combat. 

• There are an increasing number of
Australians joining extremist groups
overseas.

• There are an increasing number of potential
terrorists, supporters and sympathisers in
our community.

• There is a trend to low-tech ‘lone actor’
attacks which are exponentially harder to
disrupt: there may be no visibility of
planning and no time delay between intent
and action.

• There is now an intergenerational
dimension, with the families of known
terrorists increasingly radicalised and
involved.

• The international forces driving terrorist
ideology and capabilities are stronger, and
extremist narratives have increasing appeal
in the Australian community.

• Terrorists are using sophisticated
technologies and methodologies to stay
under the radar.

• Terrorists are now adept at exploiting social
media to distribute polished propaganda
products.

Reflecting this environment, there is an increasing 
requirement for early disruption of terrorist plans to 
best ensure public safety. This comes at the cost of 
securing sufficient evidence to prosecute.  

• This leaves potential terrorists at large. It
also erodes trust, confidence and
relationships with at-risk communities. It
may also undermine public confidence in
national security agencies and the
Government generally.

Winning many battles – but not the war 

Despite improvements in CT capability, a terrorist 
attack is possible. All of the terrorism-related 
metrics are worsening: known numbers of foreign 
fighters, sympathisers and supporters, serious 
investigations. We are not ‘winning’ on any front.  
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Recommendations 

Leadership and coordination 

1. The Government, in close consultation with states and territories through the
Australia-New Zealand Counter-Terrorism Committee (ANZCTC), develop a new
national counter-terrorism (CT) strategy which appropriately coordinates and balances
our efforts to counteract the various threats we face, including from home-grown lone
actors and radicalisation in our community.

2. The Government implement the following arrangements to provide strong, clear and
co-ordinated leadership to ensure agencies respond effectively and appropriately to
terrorism:

a. designate a senior official as the National CT Coordinator.

b. establish a Senior Executive Counter-Terrorism Group (Executive Group), chaired by
the National CT Coordinator, to set the strategic direction for the Commonwealth’s
CT efforts.

c. mandate that the Australian Counter-Terrorism Centre draw together policy and
operational agencies, including secondees from the states and territories, to work
together closely on operations, policy challenges and capability development.

Community cohesion 

3. The Government significantly boost Counter Violent Extremism (CVE) activities:

a. seek COAG agreement to a new national CVE strategy for endorsement in 2015,
increasing Australia’s national commitment to this work

b. the Attorney-General bring forward a proposal as part of this effort with options to:

i. establish and expand community and public-private partnerships to better reach
at-risk or radicalised individuals

ii. expand Commonwealth efforts to address the causes of violent extremism in
Australia.

c. the Attorney-General lead development of a strategy to counter the reach of
extremist narratives in Australia.

4. The Attorney-General’s Department coordinate across government to develop a
strategy for managing the controlled return of Australian foreign fighters, subject to the
Government’s imposition of stringent, individually-tailored terms and conditions on
returnees.
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

One: Australia – our evolving approach 
to countering terrorism 

Key points 

The Commonwealth’s CT machinery has 
evolved significantly in the 14 years since the 
11 September 2001 attacks.  

Many more agencies have been drawn into CT 
activities. Agencies have become better 
coordinated – with strong relationships across 
government and with external partners. 
Agencies have also become more capable – 
with improved legislative powers and greater 
resources. 

Today, our national efforts are focussed on: 

• disrupting attacks

• undermining terrorist activities and
support

• promoting community cohesion.

States and territories play an equally important 
role in these efforts, and the Commonwealth’s 
efforts must complement state and territory 
actions. 

On 4 August 2014, the National Security Committee 
of Cabinet (NSC) agreed that the Department of the 
Prime Minister and Cabinet would lead a review of 
Australia’s CT arrangements, to ensure they are as 
well-organised, targeted and effective as possible.  

In fulfilling its mandate, the Review interviewed 
officials from agencies across the CT community, 
including agency heads and secretaries and state 
and territory officials; examined principles and 
findings from previous reviews; considered 
international comparisons; analysed the history of 
current arrangements; and considered the 
implications of the changed threat environment. 

While the Review is focussed solely on 
Commonwealth activity, Australia’s national 
approach to countering terrorism means that many 
of our efforts depend on collaboration with state and 
territory governments.  

This Review does not cover the lessons learnt from 
the Martin Place siege, which is subject to a 
separate review announced on 17 December 2014 
and a New South Wales Coronial Inquiry. 

The activities of our CT machinery 
To effectively counter terrorism, Australian 
governments must work across a spectrum of 
activity, as represented in Chart 1, to: 

1. disrupt the activities of individuals or groups
planning an attack

2. detect and undermine terrorist activity by:

a. blocking the flow of support (finances,
goods and people) to or from terrorists and
their networks

b. impeding the development of terrorist
capability (particularly their tactical and
operational security training both directly
and online)

c. degrading ideological support for terrorist
activities.

3. promote community cohesion and build
resilience to radicalisation.
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Two: The threat environment 

Key points 

The major terrorist challenges of the last 
decade remain: hierarchical cells are still 
making detailed plans for mass-casualty 
attacks. 

However, these challenges have now been 
joined by more mobile and agile threats. 

Terrorist groups are successfully motivating 
attacks, often low tech and unsophisticated, by 
lone actors despite little or no direct contact 
between the organised group and the 
attackers.  

For Australia, this trend manifests not only as 
an increase in the magnitude of the threat but 
also in its increasingly home-grown nature: we 
have more foreign fighters, terrorist supporters 
and terrorist sympathisers than ever before. 

The challenges are exacerbated by the use of 
encrypted communications, and the increased 
prevalence of lone actor and small scale 
attacks. 

The threat posed by global Islamist terrorism is 
growing and becoming more diverse. Perhaps the 
most striking example of this growth has been seen 
in the Iraq-Syria conflict zone. Here, the lethal 
convergence of ideological attraction and the 
geographical accessibility of the conflict has drawn 
foreign fighters on an unprecedented scale.  

The declaration of a global caliphate, led by ISIL 
Emir Abu Bakr al-Baghdadi, has added to the allure 
of the extremist narrative. In declaring a caliphate, 
ISIL has appealed to the sense of nostalgia held by 
some for a period of Muslim dominance over large 
swathes of territory, stretching well beyond the 
Levant. The restoration of a caliphate has also been 
a source of great pride among some segments of 
the Islamic community.  

Essentially, the conflict in this region has seen the 
creation of a new generation of increasingly 
capable, mobile, and digitally-connected terrorists 
with the ability to disseminate their extreme 
ideology around the world. 

Beyond the escalated threat posed by the sheer 
number of fighters being drawn into conflict zones, 
an apparent evolution in terrorist tactics is also 
dramatically altering our threat landscape: terrorist 
groups are increasingly encouraging random lone 
actor attacks.  

The concept of lone actor attacks is not new. 
However, as a tactic to avoid the attentions of 
security agencies and to spread panic, it is 
becoming more prevalent. Choosing this style of 
attack also broadens the pool of potential actors. A 
terrorist attacker need no longer be drawn from a 
limited pool of highly-skilled, centrally controlled and 
directed operatives. Instead, he or she could be 
anyone with mere intent, as the tools required for 
an attack – such as a car or a knife – are readily 
available. 

Global evolution 

Ongoing instability in the Arab world will continue to 
provide terrorists with increased room for 
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Three: Performance of Australia’s 
counter-terrorism arrangements 

Key points 

Existing CT arrangements have performed well. 
However, there can be no room for 
complacency. 

The key challenges we have faced over the last 
decade remain and in many cases have 
become more difficult to address.  

The threat of terrorism in Australia is rising and 
it is harder to combat. Many of the metrics are 
worsening: the numbers of foreign fighters, 
known sympathisers, supporters, and serious 
investigations are all growing.  

To meet the rising threat, more can be done to 
ensure agencies maintain a competitive 
technological edge, work together seamlessly 
and degrade ideological support for terrorists. 

The Review examined the effectiveness of our 
current CT arrangements in terms of the outcomes 
achieved, strengths and challenges. Overall, the 
Review assesses that our current CT arrangements 
have performed well.  

But there is a rising tide of Australian support for 
terrorist groups and direct involvement by 
Australians in their violent activities. This rising tide 
presents a growing challenge for all of Australia’s 
national security agencies.  

The outcomes of Australia’s CT efforts 

Disrupting terrorist attacks 

The overarching objective of Australia’s CT 
arrangements is to keep Australians safe from 
attack. Since 11 September 2001, Australian 
security and law enforcement agencies have 
collaborated to disrupt the terrorist activities of 
numerous individuals and a number of larger-scale 
plots. This has resulted in 35 prosecutions and 26 
convictions for terrorism-related offences. 

There has not been a large scale terrorist attack in 
Australia this century. The attack by Numan Haider 
on two police officers in September 2014, and the 
Martin Place siege in December 2014 were the only 
successful terrorist attacks or incidents on 
Australian soil.  

Undermining terrorist support and activity 

On the whole, efforts to detect and undermine 
terrorist support have been effective despite 
increasing volume, complexity and significance of 
the matters involved.  

Attempts to stem the flow of Australians travelling 
abroad to fight with terrorist groups in Syria and Iraq 
(and prior to 2010, Afghanistan and Somalia) have 
been significant in undermining terrorism support. 

Since 2011, the number of passport cancellations 
has been increasing exponentially, reducing the 
flow of Australian fighters supporting terrorist 
groups.  
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Four: Leadership and coordination

Key points 

Australia’s CT effort relies on all relevant 
agencies working seamlessly together. 

Using Operation Sovereign Borders as a model 
for whole-of-government cooperation, the 
Review considered how best to achieve an 
OSB-like ‘effect’ to counter terrorism.  

The Review concluded that the foundations of 
our existing arrangements are robust and don’t 
require structural change.  

However, agencies would benefit from clear 
direction for CT efforts and further 
strengthened coordination mechanisms. The 
Review concluded that a senior official should 
be designated the National CT Coordinator. 
Options are: 

• the Director-General (DG) of
Security

• a new senior position in the
Attorney-General’s Department

• a senior position in the Department
of the Prime Minister and Cabinet.

To deliver in this role, the National CT 
Coordinator should chair a new Senior 
Executive Counter-Terrorism meeting and be 
supported by a whole-of-government 
Australian Counter-Terrorism Centre – a 
cross-agency body perhaps best located within 
ASIO which already has suitable facilities. 

As outlined in Chapter Three, the evolving terrorist 
threat environment is challenging the 
Commonwealth’s CT capabilities as never before. It 
is therefore imperative that all agencies with CT 
capabilities work together seamlessly.  

Operation Sovereign Borders (OSB) is a case study 
in how to tackle a clearly defined policy problem 
effectively requiring a whole-of-government 
response. The lessons that should inform an 
effective model to counter terrorism are the need 
for:  

• clear and consistent political direction

• ministerial and senior executive
accountability

• close cooperation and communication at
the strategic decision-making level.

In considering how best to achieve an ‘OSB effect’, 
the Review examined how other comparable 
countries arrange their national security 
bureaucracies, and considered whether the creation 
of a new national security department would assist 
Australia’s CT effort.  

Based on conceptual and structural considerations, 
the Review concluded that the creation of a new 
department is not a necessary or practical way to 
strengthen our coordination of CT activities. 
However, existing coordination mechanisms should 
be strengthened to ensure that all agencies are 
working in the closest possible harmony at the 
strategic decision-making and operational levels. 

It is important to note that ensuring the 
Commonwealth’s CT efforts are well coordinated is 
only one part of a successful national CT approach. 
States and territories are responsible for a 
significant proportion of our national CT capability, 
so we must ensure the Commonwealth’s 
arrangements dovetail seamlessly with state and 
territory approaches. Regardless of proposed 
Commonwealth governance changes, the ANZCTC 
is the most appropriate body to ensure the national 
CT effort is coordinated.  
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Five: Countering violent extremism

Key points 

There is no short term solution to the evolving 
terrorist challenge facing Australia.  

Protecting Australians will always be the 
Government’s top priority, and work to achieve 
this will necessarily at times have a short-term 
operational focus within the CT sphere.  

However, to address the long-term 
implications of this challenge, we must put 
much greater effort into reducing the pool of 
potential terrorists. 

To achieve this, the Government needs to 
boost its efforts to counter violent extremism 
by:  

• increasing Australia’s national
commitment to this work

• establishing community and
public-private partnerships to better
reach at-risk or radicalised
individuals

• challenging extremist narratives

• addressing the underlying causes of
violent extremism.

Our efforts in this area have not yet been effective. 

All of the metrics we have on the terrorism threat to 
Australia are worsening. We have a growing 
number of foreign fighters, terrorist sympathisers 
and supporters.  

With operational agencies confronting 
unprecedented risk, we need to limit and reduce the 
pool of potential terrorists. Without this mitigation, 
resource pressures will continue to grow.  

Work to counter the ideological attraction to 
terrorism has a shorter history than our operational 
efforts, with Australian governments agreeing to the 
first national CVE framework (Chart 11) in 
December 2009.   

CVE efforts to date 

Much of the work to date has been to strengthen 
relationships between the Government and 
communities at risk of radicalisation to violent 
extremism. This has included funding small-scale 
community activities to build resilience to violent 
extremism. These are activities such as:   

• mentoring for youth vulnerable to extremist
influences

• intercultural and interfaith education in
schools

• online resources and training.

Not all of these programmes have been successful. 
Some of the efforts may also have been somewhat 
piecemeal or short term. In summary the 
programme of activities did not constitute a 
comprehensive approach to all priority individuals, 
locations and organisation. 
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Six: Resourcing pressures 

Key points 

National security agencies cannot meet the 
ongoing requirements of the Efficiency 
Dividend without reducing core operational 
capabilities. 

The Review recommends select national 
security agencies (ACBPS, AFP, ASIO, and ASIS) 
be either treated in the same way as Defence, 
with their operations exempt from the ED, or 
to be subject to a lower rate. 

The Review concludes that select small 
agencies (ONA and OIGIS) face particular 
challenges, and so should be exempted in full. 

Responding to the growing number of national 
security threats, such as terrorism, is straining 
national security resources. 

The Review was tasked to consider the effect of the 
ED on the funding of national security agencies, in 
particular the impact on ACBPS6, AFP, ASIO, 
ASIS, and ONA. The Review was directed to 
consider whether arrangements similar to those 
applying to Defence should be applied to these 
agencies.  

The Review also included the Office of the 
Inspector General of Intelligence and Security 
(OIGIS) in its consideration, given its critical role in 
overseeing intelligence agencies’ funding.  

The recent decision to provide national security 
agencies with $632 million from 2014-15 to 2017-18 
will significantly increase capacity to address CT 
priorities. However, national security agencies 
remain concerned that over time, their capability will 
continue to be eroded by the Efficiency Dividend 
(ED). 

The Review has concluded that the agencies 
considered should not be fully subject to the ED, as 
these agencies are: 

• primarily funded for operational activities,
yet unlike other agencies with operational
activities such as Defence their funding is
treated as if it were for administration

• less able to produce efficiencies due to
unique security-related expenses and
administrative requirements.

In place of the full ED, national security agencies 
should have either a full exemption or a reduced 
rate of the ED applied to their operational funding. 

6 On 1 July 2015, the functions of the DIBP and the ACBPS will 
be integrated into a new department. The Review considered the 
effect of the ED on the ACBPS but has not included DIBP, 
ACBPS-related costs, or future DIBP operational and 
ABF-related costs, in budget models.  
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Seven: National terrorism advisories

Key points 

The current terrorism alert system, with 
separate classified and public levels, is 
unnecessarily complex, both for the public and 
officials. 

Additionally, there are not enough public alert 
levels, making it difficult to raise and lower the 
alert level in response to a temporarily 
increased threat environment.  

As the terrorist threat dominates the media, 
there is a public expectation that the 
Government will provide useful information on 
terrorist threats and advice about required 
changes to behaviour. 

On 12 September 2014, the National Terrorist 
Public Alert Level was raised from Medium to High. 
This was the first change to the alert level in 12 
years. While the change drew interest, there was 
limited public advice about what it meant.  

The Review recommends the National Threat Level 
(Threat Level) for terrorism issued by the DG of 
Security be publicly announced with an unclassified 
narrative. This would render the existing National 
Terrorist Public Alert System (Public Alert System) 
redundant. 

Background 

In 2003, Australia introduced the Public Alert 
System to provide coordinated public information 
about the risk of a terrorist attack in Australia 
through a Public Alert Level (Alert Level). The Alert 
Level can be applied Australia-wide or to specific 
states and territories, business/industry sectors or 
geographic locations. The intended audience is the 
general public, businesses and critical infrastructure 
owners/operators.  

There are four public alert levels: 

• Low – a terrorist attack is not expected

• Medium – a terrorist attack could occur

• High – a terrorist attack is likely

• Extreme – a terrorist attack is imminent or
has occurred.

The Alert Level is informed, but not determined, by 
the classified Threat Level set by the DG of 
Security. The Threat Level reflects ongoing 
assessments by ASIO’s National Threat 
Assessment Centre.  

The Threat Level and the Alert Level convey 
different information. The Threat Level reflects the 
current assessed threat of terrorism to Australia and 
its interests, while the Alert Level is intended to 
advise the public about the severity of the terrorist 
threat and how they should prepare.  
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REVIEW OF AUSTRALIA’S COUNTER-TERRORISM MACHINERY 

Annex: Abbreviations 

ABC Australian Broadcasting Corporation 
ABF Australian Border Force 
ACBPS Australian Customs and Border Protection Service 
ACC Australian Crime Commission 
ACTC Australian Counter-Terrorism Centre 
ADF Australian Defence Force 
AFP Australian Federal Police 
AGD Attorney-General’s Department  
AGO Australian Geospatial-Intelligence Organisation 
Alert Level Public Alert Level 
AMSA Australian Maritime Safety Authority 
ANZCTC Australia-New Zealand Counter-Terrorism Committee 
AQ al-Qa’ida 
AQAP al-Qa’ida in the Arabian Peninsula 
AQIM al-Qa’ida in the Islamic Maghreb 
ASD Australian Signals Directorate (formerly Defence Signals Directorate) 
ASIO Australian Security Intelligence Organisation 
ASIS Australian Secret Intelligence Service 
ASWG Alert System Working Group 
AUSTRAC Australian Transaction Reports and Analysis Centre 
BLU Business Liaison Unit 
CDPP Commonwealth Department of Public Prosecutions 
COAG Council of Australian Governments 
CT counter-terrorism 
CT Coordinator Counter-Terrorism Coordinator 
CVE countering violent extremism 
Defence Department of Defence 
DG Director-General 
DHS Department of Human Services 
DIBP Department of Immigration and Border Protection 
DIO Defence Intelligence Organisation 
DSS Department of Social Services 
ED Efficiency Dividend 
Education Department of Education 
Executive Group Senior Executive Counter-Terrorism Group 
INSLM Independent National Security Legislation Monitor 
JCTT Joint Counter-Terrorism Team 
NCTC National Counter-Terrorism Committee 
NSC National Security Committee of Cabinet 
NTAC National Threat Assessment Centre 
OIGIS Office of the Inspector General of Intelligence and Security 
ONA Office of National Assessments 
OSB Operation Sovereign Borders 
OTS Office of Transport Security 
PJCIS Parliamentary Joint Committee on Intelligence and Security  
PM&C Department of the Prime Minister and Cabinet 
Public Alert System National Terrorist Public Alert System 
SBS Special Broadcasting Service Corporation 
Threat Level National Threat Level 
UK United Kingdom 
UPS United Postal Service 
US United States  
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