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Executive Officer to the Secretary 

s22

s22

From: Parkinson, Martin 
Sent: Thursday, 27 October 2016 12:02 PM 
To: Chris Moraitis; Daryl Quinlivan; Dennis Richardson; Finn Pratt; Frances Adamson; Glenys 
Beauchamp; Gordon De Brouwer; Heather Smith; Jane Halton; John Fraser; John Lloyd; Kathryn 
Campbell; Martin Bowles; Michael Pezzullo; Michele Bruniges; Mike Mrdak; Renee Leon; Simon Lewis 

s22Cc: Kelly, Elizabeth; 
Subject: Media - Wikipedia [DLM=For Official Use Only] 

For Official Use Only 

Colleagues 

You would have seen the James Massola report about public servants allegedly using 
Government ICT systems to change Wikipedia references (one such article is attached).  I 
ask that you review your ICT policies to ensure your staff are aware of their responsibilities 
around the appropriate use of government information systems.  Those Departments 
specifically mentioned should review the matters as a priority.  Please let me know if your 
review identifies inappropriate use of departmental IT systems by COB Wednesday 2 
November—our point of contact is my Executive Officer, s22

s22

Martin 

IMPORTANT: This message, and any attachments to it, contains information 
that is confidential and may also be the subject of legal professional or 
other privilege. If you are not the intended recipient of this message, you 
must not review, copy, disseminate or disclose its contents to any other 
party or take action in reliance of any material contained within it. If you 
have received this message in error, please notify the sender immediately by 
return email informing them of the mistake and delete all copies of the 
message from your computer system. 

"Important: This transmission is intended only for the use of the addressee and may 
contain confidential or legally privileged information. If you are not the intended recipient, 
you are notified that any use or dissemination of this communication is strictly prohibited. 
If you receive this transmission in error please notify the author immediately and delete all 
copies of this transmission." 
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s22

From: Parkinson, Martin [mailto:Martin.Parkinson@pmc.gov.au] 
Sent: Thursday, 27 October 2016 12:02 PM 
To: zz [External] Chris.Moraitis@ag.gov.au <Chris.Moraitis@ag.gov.au>; Daryl Quinlivan 
<Daryl.Quinlivan@agriculture.gov.au>; zz [External] Dennis.Richardson@defence.gov.au 
<Dennis.Richardson@defence.gov.au>; Finn Pratt <Finn.Pratt@dss.gov.au>; Adamson, Frances 
<Frances.Adamson@dfat.gov.au>; Glenys Beauchamp <Glenys.Beauchamp@industry.gov.au>; 
Gordon De Brouwer <Gordon.deBrouwer@environment.gov.au>; Heather Smith 
<Heather.Smith@communications.gov.au>; Jane Halton <Jane.Halton@finance.gov.au>; John 
Fraser <John.Fraser@treasury.gov.au>; John Lloyd <John.Lloyd@apsc.gov.au>; Kathryn Campbell 
<Kathryn.Campbell@humanservices.gov.au>; Martin Bowles <Martin.Bowles@health.gov.au>; 
PEZZULLO, Michael [DIBP] <michael.pezzullo@border.gov.au>; Michele Bruniges 
<Michele.Bruniges@education.gov.au>; Mike Mrdak <Mike.Mrdak@infrastructure.gov.au>; 
Renee Leon <Renee.Leon@employment.gov.au>; Simon Lewis <Simon.Lewis@dva.gov.au> 
Cc: Kelly, Elizabeth <Elizabeth.Kelly@pmc.gov.au>; 

Subject: Media - Wikipedia [DLM=For Official Use Only] 

s22

s22

For Official Use Only 

Colleagues 

You would have seen the James Massola report about public servants allegedly using 
Government ICT systems to change Wikipedia references (one such article is attached).  I 
ask that you review your ICT policies to ensure your staff are aware of their responsibilities 
around the appropriate use of government information systems.  Those Departments 
specifically mentioned should review the matters as a priority.  Please let me know if your 
review identifies inappropriate use of departmental IT systems by COB Wednesday 2 
November—our point of contact is my Executive Officer, 
s22

s22

Martin 

IMPORTANT: This message, and any attachments to it, contains information 
that is confidential and may also be the subject of legal professional or 
other privilege. If you are not the intended recipient of this message, you 
must not review, copy, disseminate or disclose its contents to any other 
party or take action in reliance of any material contained within it. If you 
have received this message in error, please notify the sender immediately by 
return email informing them of the mistake and delete all copies of the 
message from your computer system. 

mailto:Martin.Parkinson@pmc.gov.au
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s33, s47E(a), s47E(d)

Question on Notice 

Defence have received a question on notice on this issue (QN16-000600) from Senator Catryna Bilyk 
on this particular issue. 

ASICTSB has taken ownership of this QoN and has drafted a response, ASICTSB has provided draft 
response to CIOs office at 4:30pm Friday 3rd November. 

I will provide an update immediately should any breakthrough occur. 

Thanks 

Chris 

Chris Brookes 
Defence ICT Security Advisor 
Assistant Secretary ICT Security - Chief Information Officer Group 
Department of Defence 

s22
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Question on Notice 

Defence have received a question on notice on this issue (QN16-000600) from Senator Catryna Bilyk 
on this particular issue. 

ASICTSB has taken ownership of this QoN and will provide a response to CIOs office COB Friday 4th 
November. 

I will provide an update immediately should any breakthrough occur. 



 

 

  

Thanks 

Chris 
Chris Brookes 
Defence ICT Security Advisor 
Assistant Secretary ICT Security - Chief Information Officer Group 
Department of Defence 

s22

From: Brookes, Chris MR 3 
Sent: Friday, 28 October 2016 12:31 
To: Brookes, Chris MR 3; Kewal, Kavita MS; 

Cc:  Dowse, Andrew AVM; Greaves, David CDRE 2 

s22
s22

s22
Subject: RE: Update on ICT Security Branch's investigation on the Wikileaks update from the 
Defence network [DLM=For-Official-Use-Only] 

For-Official-Use-Only 

Good afternoon all, 

Please find below an update on our investigation into the matter referred in the subject. Updates are 
in blue text. 

Background: 

Fairfax submitted a media enquiry that included the following information obtained from the Wikiwatch 
website: 
On May 3, 2016, between 08:40 and 08:50 UTC the IP address 203.6.69.2

 made 
s33, s47E(a), s47E(d)

s33, s47E(a), s47E(d)
anonymous changes to the "Schutzstaffel" wikipedia page. The change altered the entry on the page 
from stating that "the SS was the organisation most responsible for the genocidal killing of an 
estimated 5.5 to 6 million Jews" To stating "the SS was the organization most responsible for the 
justified killing of an estimated 30 to 35 Jews in" 

s33, s47E(a), s47E(d)

Key Issues: 
s33, s47E(a), s47E(d)



 

  

s33, s47E(a), s47E(d)

I will provide an update immediately should any breakthrough occur. 

Thanks 

Chris 
Chris Brookes 
Defence ICT Security Advisor 
Assistant Secretary ICT Security - Chief Information Officer Group 
Department of Defence 

s22

From: Brookes, Chris MR 3 
Sent: Thursday, 27 October 2016 12:00 
To: Kewal, Kavita MS; 
Cc: 
Subject: Update on ICT Security Branch's investigation on the Wikileaks update from the Defence 
network [DLM=For Official Use Only] 

s22
s22

For Official Use Only 

Hi All,
 

Please see update below for your respective seniors.
 

Background: 

Fairfax submitted a media enquiry that included the following information obtained from the Wikiwatch 
website: 
On May 3, 2016, between 08:40 and 08:50 (unknown timezone) the IP address 203.6.69.2

 made anonymous changes to the "Schutzstaffel" wikipedia page. The change altered the entry 
on the page from stating that "the SS was the organisation most responsible for the genocidal killing 

s33, 
s47E(a), 

s33, 
 s33, s47E(a), s47E(d)

of an estimated 5.5 to 6 million Jews" To stating "the SS was the organization most responsible for 
the justified killing of an estimated 30 to 35 Jews in" 

s33, s47E(a), s47E(d)



 

 

s33, s47E(a), s47E(d)

Key Issues: 
s33, s47E(a), s47E(d)

I will provide an update immediately should any breakthrough occur. 

Thanks 

Chris 

Chris Brookes 
Defence ICT Security Advisor 
Assistant Secretary ICT Security - Chief Information Officer Group 
Department of Defence 

s22

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 
jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 
jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 
jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 
jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 
jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 
jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 

IMPORTANT: This email remains the property of the Department of Defence and is subject to the 



jurisdiction of section 70 of the Crimes Act 1914. If you have received this email in error, you are 
requested to contact the sender and delete the email. 
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Good afternoon media team, 

I have some questions about what appear to be anonymous edits to wikipedia by a person or persons in the 
Department of Prime Minister and Cabinet. 

On November 23, 2015, it appears someone using a computer in the Department made edits to the "Gordon de 
Brouwer" wikipedia page.
 

These changes altered the page to delete statements including that Dr de Brouwer:

 "chaired the 2008 whole-of-government committee that devised the Rudd Government's climate change policies, 

including the Energy Efficient Homes Package,  


that Dr de Brouwer has "a pattern of self-serving backgrounding of journalists". 


and that "Despite de Brouwer being a renowned climate change believer, known climate_change_denial climate 

change sceptic, Maurice Newman, advocated for de Brouwer's appointment."
 

In total, 396 pages have been edited by DPMC staff anonymously, including 47 edits on the silver perch 

(Bidyanus bidyanus) page and 12 more on the Murray Cod page.
 

One of the IP addresses used that made these changes was 124.47.132.150
 

Can you please confirm that this is a DPMC IP address?
 

What is the department's policy on anonymous editing of wikipedia?
 

Does DPMC believe it is appropriate for  member of staff to have made these changes to the De Brouwer 

page?
 

Does DPMC consider this a good use of public servants' time?
 

The information about these edits have been gathered from the wikiwatch website, which monitors anonymous 
edits of Wikipedia 

see here: 
http://wikiwatchdog.com/?#!search/en/www.dpmc.gov.au/2650424 

I am planning on publishing at 12.30pm tomorrow and require a response by then. 

sincerely, 

James Massola 

 

James Massola 
Chief Political Reporter |The Sydney Morning Herald & The 
Age 

s47F

The information contained in this e-mail message and any accompanying files is or may be confidential. If you are not the 

http://wikiwatchdog.com/?#!search/en/www.dpmc.gov.au/2650424


      
 

      
  

   
    

intended recipient, any use, dissemination, reliance, forwarding, printing or copying of this e-mail or any attached files is 
unauthorised. This e-mail is subject to copyright. No part of it should be reproduced, adapted or communicated without the written 
consent of the copyright owner. If you have received this e-mail in error please advise the sender immediately by return e-mail or 
telephone and delete all copies. Fairfax Media does not guarantee the accuracy or completeness of any information contained in 
this e-mail or attached files. Internet communications are not secure, therefore Fairfax Media does not accept legal respons bility 
for the contents of this message or attached files. 




































